
 

About the Course
PRIVILEGE ESCALATION (WINDOWS BASED) COURSE

At CyberYaan Training Institute in Delhi, we offer a Privilege Escalation
(Windows Based) Course designed for individuals aiming to build a career in
cybersecurity and ethical hacking. This program at CyberYaan provides practical
knowledge of identifying and exploiting privilege escalation vulnerabilities in
Windows systems. Participants will engage in key topics including Windows
internals, misconfigurations, credential exploitation, post-exploitation
techniques, and security best practices.

Duration
20 hours

Language
Hindi & EnglishYes

Youtube Linkdin InstagramCommunity

 

Appreciation from Defence Sector 

 

 

Course Content

PRIVILEGE ESCALATION
(WINDOWS BASED) COURSE
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Module 01: Introduction to window privilege escalation
Module 02: Gaining Foothold
Module 03: Initial Enumeration
Module 04: Exploring Automated tools
Module 05: Kernel Exploits
Module 06: Password and Port Forwarding
Module 07: Windows subsystem for linux
Module 08: Impersonation and Potato attacks
Module 09: Getsystem
Module 10: Runas
Module 11: Registry
Module 12: Executables Files
Module 13: Startup Applications
Module 14: DLL Hijacking 
Module 15: Service Permissions (paths)
Module 16: CVE 2019 – 1388 
Module 17: Challenge
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