
 

About the Course
NETWORK PENETRATION TESTING COURSE
At CyberYaan Training Institute in Delhi, we offer a Network Penetration Testing
Course designed for individuals aiming to build a career in cybersecurity and
ethical hacking. This program at CyberYaan provides practical knowledge of
identifying and exploiting network vulnerabilities. Participants will engage in
key topics including network scanning, enumeration, vulnerability assessment,
exploitation techniques, and security best practices.

Duration
40 hours

Language
Hindi & EnglishYes
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Course Content

Network Penetration Testing 
COURSE

25/28, Tilak Nagar, Upper Ground Floor, Opposite
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Module 01: Introduction to Kali Linux
Module 02: Command Line Fun 
Module 03: Bash Scripting
Module 04: Passive Footprinting
Module 05: Active Footprinting
Module 06: Dictionary and Type casting
Module 07: Initial access CTFs
Module 08: Introduction to Linux Privilege Escalation
Module 09: Introduction to Windows Privilege Escalation
Module 10: Root Access CTFs
Module 11: Buffer overflow overview
Module 12: Antivirus Evasion
Module 13: Active Directory Overview 
Module 14: Report Generation
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