
 

About the Course
KALI LINUX COURSE

At CyberYaan Training Institute in Delhi, we offer a Kali Linux Course designed
for individuals aiming to build a career in IT and cybersecurity. This program at
CyberYaan provides foundational knowledge of Linux systems. Participants will
engage in key topics including Linux basics, command line usage, file
management, permissions, system administration, and basic security practices.

Duration
40 hours

Language
Hindi & EnglishYes

Youtube Linkdin InstagramCommunity

 

Appreciation from Defence Sector 

 

 

Course Content

Module 01: Introduction Kali Linux and Lab Set (Virtual Box, VMware, ISO Installation)
Module 02: Shell, CLI vs GUI, Distribution
Module 03: Basic Linux Commands (pwd, cd, ls, cp, mv, rm)
Module 04: Files and Directory Management (mkdir, touch, nano, cat, less)
Module 05: User and Group Management (adduser, usermod, groups)
Module 06: File Permissions & Ownership (chmod, chown, unmask)
Module 07: Linux File System Hierarchy & Navigation
Module 08: Process Management (ps, top, kill, nice, jobs)
Module 09: Package Management (apt, yum, dpkg, snap)
Module 10: Networking commands (ping, netstat, traceroute, ss, ifconfig/ip)
Module 11: Essential Security Tools (nmap, netcat, tcpdump, whois)
Module 12: Bash Scripting Fundamentals (Variables, Loops, Condition)
Module 13: Automation with Bash (Practical Scripts & Crontab Jobs)
Module 14: System Logs & Monitoring (Journalctl, syslog, logrotate)
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