
 

About the Course
ACTIVE DIRECTORY COURSE

At CyberYaan Training Institute in Delhi, we offer an Active Directory Course
designed for individuals aiming to build a career in system administration and
cybersecurity. This program at CyberYaan provides practical knowledge of
managing and securing Active Directory environments. Participants will
engage in key topics including AD fundamentals, user and group management,
domain services, permissions, and security best practices.

Duration
20 hours

Language
Hindi & EnglishYes
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Course Content

Active Directory
COURSE

25/28, Tilak Nagar, Upper Ground Floor, Opposite
Raj Mandir Hypermarket, New Delhi - 110018

+91-742 874 8576training@cyberyaan.com

www.cyberyaan.com

Module 01:  Introduction to Active Directory
Module 02: Active Directory Installation and Configuration
Module 03: Users and Groups Management in AD
Module 04: Organizational Units and Delegation
Module 05: Active Directory Group Policy Overview
Module 06: Active Directory Authentication Models
Module 07: Active Directory Authentication Models
Module 08: Active Directory Federation Services (ADFS)
Module 09: Trusts in Active Directory
Module 10: Active Directory Security Best Practices
Module 11: Monitoring and Auditing Active Directory
Module 12: Active Directory Backup and Disaster Recovery
Module 13: Advanced Active Directory Security
Module 14: Active Directory Penetration Testing
Module 15: Active Directory Monitoring and SIEM Integration
Module 16: Capstone: Securing and Auditing Active Directory
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